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Vendor payment requests with new routing  
numbers and/or account numbers

5

7 8

Requests for wire transfers 
to a new account

Requests for payment  
without justification Requests for payment to

a personal account

Requests for payment at 
 the end of the day, or before  

weekends and/or holidays

JULY

4

Any “urgent” or “confidential”  
requests for payment

MovieFLix
<FlixMove_@gmail.com>

to you

Please update your payment 
method immediately.

Click Here
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Vendor payment requests 
from a new email address

2

Requests for payments  
of unusual amounts 
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The best way to stop a BEC attack is to 
evaluate every request for money or 
sensitive data carefully. 

Jane Doe

JaneDoe@gmail.com

JoePhish263@gma

to you

from:

reply-to:

Business Email Compromise


