Safeguarding Contract Language –NDNH Information Provided by the Office of Child Support Enforcement (OCSE)

OCSE Requirements for National Directory of New Hires (NDNH) for General Information Technology Services
Performance. 
Where Customer declares that the data subject to this Agreement includes information National Directory of New Hires (NDNH) information provided by the Federal Office of Child Support Enforcement (OCSE) and in the performance of this Agreement, the Service Provider agrees to comply with and assume responsibility for compliance of Service Provider’s employees, subcontractors or agents with the following requirements:
1. All work shall be performed under the supervision of the Service Provider or the Service Provider's responsible employees.
2. [bookmark: _GoBack]Any OCSE NDNH provided information made available shall be used only for carrying out the provisions of this Agreement. Information contained in such material shall be treated as confidential and shall not be divulged or made known in any manner to any person except as may be necessary in the performance of this contract. Inspection by or disclosure to anyone other than an officer or employee of the Service Provider is prohibited.
3. All OCSE NDNH provided information shall be accounted for upon receipt and properly stored before, during, and after processing. In addition, all related output and products will be given the same level of protection as required for the source material.
4. No work involving OCSE NDNH provided information furnished under this contract shall be subcontracted without prior written approval by the Customer and the OCSE.
5. OCSE-provided information may not be processed, maintained, transmitted, or stored in or by means of data communications channels, electronic devices, computers, or computer networks located in geographic or virtual areas not subject to U.S. law
6. The Service Provider shall maintain a list of employees authorized access. Such list shall be provided upon request by the Customer or the OCSE.
7. Service Provider shall provide security awareness training to all employees, Service Providers, and agents who access OCSE NDNH-provided information. The training should be annual, mandatory, inform individuals they are being exposed to NHNH information, and certified by the personnel who receive the training. Service Provider is also required to certify that each employee, Service Provider, and agent who views OCSE-provided information certify that they understand the potential criminal, civil, and administrative sanctions or penalties for unlawful assess and/or disclosure.
8. Service Provider shall require employees, Service Providers, and agents to sign a non-disclosure agreement, attest to their receipt of Security Awareness Training, and acknowledge the rules of behavior concerning proper use and security in systems that process OCSE-provided information. Service Provider shall retain non-disclosure attestations for at least five (5) to seven (7) years for each employee who processes, views, or encounters OCSE-provided information as part of their duties.
9. Where the Service Provider processes, handles, or transmits information provided to the Customer by the OCSE or has authority to perform on the Customer's behalf, the Customer shall clearly state the specific roles and functions of the Service Provider within the Agreement.
10. OCSE requires all parties subject to this Agreement to agree that any Customer-owned or subcontracted facility involved in the receipt, processing, storage, or disposal of OCSE-provided information operate as a “de facto” extension of the Customer and is subject to onsite inspection and review by the Customer or OCSE with prior notice.
11. If the Service Provider must send a computer, hard drive, or other computing or storage device offsite for repair, the Service Provider must have a non-disclosure clause in their contract with the vendor. If the Service Provider used the item in a business process that involved OCSE-provided information and the vendor will retrieve or may view OCSE-provided information during servicing, OCSE reserves the right to inspect the Service Provider’s vendor contract. The Service Provider must remove OCSE-provided information from electronic devices before sending it to an external vendor for service. OCSE expects the Service Provider to render OCSE-provided information unrecoverable or destroy the electronic device if they do not need to recover the information. The same applies to excessed, donated, or sold equipment placed into the custody of another organization.
12. In the event of a suspected or verified data breach involving OCSE provided information, the Service Provider shall notify the following below within one (1) hour:  
Customer
Linda Boyer: Linda.Boyer@acf.hhs.gov
Danny Markley: Danny.Markley@acf.hhs.gov
13. The Customer shall have the right to void the contract if the Service Provider fails to provide the safeguards described above.
Federal Statutes and U.S. Codes that govern OCSE NDNH information.
· 5 U.S.C. §552a(b)(1) - Conditions of disclosure. No agency shall disclose any record which is contained in a system of records by any means of communication to any person, or to another agency, except pursuant to a written request by, or with the prior written consent of, the individual to whom the record pertains, unless disclosure of the record would be--
(1)  to those officers and employees of the agency which maintains the record who have a need for the record in the performance of their duties
· 42 U.S.C. §653(l)(2) - Penalty for misuse of information in the National Directory of New Hires. The Secretary shall require the imposition of an administrative penalty (up to and including dismissal from employment), and a fine of $ 1,000, for each act of unauthorized access to, disclosure of, or use of, information in the National Directory of New Hires established under subsection (i) by any officer or employee of the United States or any other person who knowingly and willfully violates this paragraph.
· 42 U.S.C. §654(26) - A State plan for child and spousal support must-- ***
(26)  have in effect safeguards, applicable to all confidential information handled by the State agency, that are designed to protect the privacy rights of the parties, including--
(A)  safeguards against unauthorized use or disclosure of information relating to proceedings or actions to establish paternity, or to establish, modify, or enforce support, or to make or enforce a child custody determination;
(B)  prohibitions against the release of information on the whereabouts of 1 party or the child to another party against whom a protective order with respect to the former party or the child has been entered;
(C)  prohibitions against the release of information on the whereabouts of 1 party or the child to another person if the State has reason to believe that the release of the information to that person may result in physical or emotional harm to the party or the child;
(D)  in cases in which the prohibitions under subparagraphs (B) and (C) apply, the requirement to notify the Secretary, for purposes of section 453(b)(2) [42 USCS § 653(b)(2)], that the State has reasonable evidence of domestic violence or child abuse against a party or the child and that the disclosure of such information could be harmful to the party or the child; and
(E)  procedures providing that when the Secretary discloses information about a parent or child to a State court or an agent of a State court described in section 453(c)(2) or 463(d)(2)(B) [42 USCS § 653(c)(2) or 663(d)(2)(B)], and advises that court or agent that the Secretary has been notified that there is reasonable evidence of domestic violence or child abuse pursuant to section 453(b)(2) [42 USCS § 653(b)(2)], the court shall determine whether disclosure to any other person of information received from the Secretary could be harmful to the parent or child and, if the court determines that disclosure to any other person could be harmful, the court and its agents shall not make any such disclosure;
· 42 U.S.C. §654a(d) - Information integrity and security. The State agency shall have in effect safeguards on the integrity, accuracy, and completeness of, access to, and use of data in the automated system required by this section, which shall include the following (in addition to such other safeguards as the Secretary may specify in regulations):
(1)  Policies restricting access. Written policies concerning access to data by State agency personnel, and sharing of data with other persons, which--
(A)  permit access to and use of data only to the extent necessary to carry out the State program under this part [42 USCS §§ 651 et seq.]; and
(B)  specify the data which may be used for particular program purposes, and the personnel permitted access to such data.
(2)  Systems controls. Systems controls (such as passwords or blocking of fields) to ensure strict adherence to the policies described in paragraph (1).
(3)  Monitoring of access. Routine monitoring of access to and use of the automated system, through methods such as audit trails and feedback mechanisms, to guard against and promptly identify unauthorized access or use.
(4)  Training and information. Procedures to ensure that all personnel (including State and local agency staff and Service Providers) who may have access to or be required to use confidential program data are informed of applicable requirements and penalties (including those in section 6103 of the Internal Revenue Code of 1986 [26 USCS § 6103]), and are adequately trained in security procedures.
(5)  Penalties. Administrative penalties (up to and including dismissal from employment) for unauthorized access to, or disclosure or use of, confidential data.
· 45 CFR 303.3(b)(6) - For all cases referred to the IV-D program for IV-D services because of an assignment of support rights or cases opened upon application for IV-D services under § 302.33 of this chapter, the IV-D program must attempt to locate all noncustodial parents or their sources of income and/or assets when location is needed to take a necessary action. Under this standard, the IV-D program must: ***
(6) Have in effect safeguards, applicable to all confidential information handled by the IV-D program, that are designed to protect the privacy rights of the parties and that comply with the requirements of sections 454(26) and 454A(d) and (f) of the Act and §§ 303.21 and 307.13.
· 45 CFR 303.21(a) - Definitions—
(1) Confidential information means any information relating to a specified individual or an individual who can be identified by reference to one or more factors specific to him or her, including but not limited to the individual's Social Security number, residential and mailing addresses, employment information, and financial information.
(2) Independent verification is the process of acquiring and confirming confidential information through the use of a second source. The information from the second source, which verifies the information about NDNH or FCR data, may be released to those authorized to inspect and use the information as authorized under the regulations or the Act.
· 45 CFR 307.13 - The State IV-D agency shall:
(a) Information integrity and security. Have safeguards protecting the integrity, accuracy, completeness of, access to, and use of data in the computerized support enforcement system. These safeguards shall include written policies concerning access to data by IV-D agency personnel, and the sharing of data with other persons to:
(1) Permit access to and use of data to the extent necessary to carry out the State IV-D program under this chapter;
(2) Specify the data which may be used for particular IV-D program purposes, and the personnel permitted access to such data;
(3) Permit disclosure of information to State agencies administering programs under titles IV (including Tribal programs under title IV), XIX, and XXI of the Act, and SNAP, to the extent necessary to assist them to carry out their responsibilities under such programs in accordance with section 454A(f)(3) of the Act, to the extent that it does not interfere with the IV-D program meeting its own obligations and subject to such requirements as prescribed by the Office.
(4) Prohibit the disclosure of NDNH, FCR, financial institution, and IRS information outside the IV-D program except that:
(i) IRS information is restricted as specified in the Internal Revenue Code;
(ii) Independently verified information other than financial institution information may be released to authorized persons;
(iii) NDNH and FCR information may be disclosed without independent verification to IV-B and IV-E agencies to locate parents and putative fathers for the purpose of establishing parentage or establishing parental rights with respect to a child; and
(iv) NDNH and FCR information may be disclosed without independent verification to title IV-D, IV-A, IV-B and IV-E agencies for the purpose of assisting States to carry out their responsibilities to administer title IV-D, IV-A, IV-B and IV-E programs.
(b) Monitoring of access. Monitor routine access to and use of the computerized support enforcement system through methods such as audit trails and feedback mechanisms to guard against, and promptly identify unauthorized access or use;
(c) Training and information. Have procedures to ensure that all personnel, including State and local staff and Service Providers, who may have access to or be required to use confidential program data in the computerized support enforcement system are:
(1) Informed of applicable requirements and penalties, including those in section 6103 of the Internal Revenue Service Code and section 453 of the Act; and
(2) Adequately trained in security procedures; and
(d) Penalties. Have administrative penalties, including dismissal from employment, for unauthorized access to, disclosure or use of confidential information.

