SSA REQUIREMENTS FOR GENERAL INFORMATION TECHNOLOGY SERVICES
Performance. 
Where Customer declares that the data subject to this Agreement includes information provided by the SSA and in the performance of this Agreement, the Service Provider agrees to comply with and assume responsibility for compliance of Service Provider’s employees, subcontractor or agents with the following requirements:
1. All work shall be performed under the supervision of the Service Provider or the Service Provider's responsible employees.
1. Any SSA provided information made available shall be used only for carrying out the provisions of this Agreement. Information contained in such material shall be treated as confidential and shall not be divulged or made known in any manner to any person except as may be necessary in the performance of this contract. Inspection by or disclosure to anyone other than an officer or employee of the Service Provider is prohibited.
1. [bookmark: _GoBack]All SSA provided information shall be accounted for upon receipt and properly stored before, during, and after processing. In addition, all related output and products will be given the same level of protection as required for the source material.
1. No work involving SSA provided information furnished under this contract shall be subcontracted without prior written approval by the Customer and the SSA.
1. The Service Provider shall maintain a list of employees authorized access. Such list shall be provided upon request by the Customer or the SSA.
1. Service Provider or agents may not legally process, transmit, or store SSA-provided information in a cloud environment without explicit permission from SSA’s Chief Information Officer, proof of this authorization shall be provided to the Service Provider by the Customer prior to accessing SSA provided information.
1. Service Provider shall provide security awareness training to all employees, Service Providers, and agents who access SSA-provided information. The training should be annual, mandatory, and certified by the personnel who receive the training. Service Provider is also required to certify that each employee, Service Provider, and agent who views SSA-provided information certify that they understand the potential criminal, civil, and administrative sanctions or penalties for unlawful assess and/or disclosure.
1. Service Provider shall require employees, Service Providers, and agents to sign a non-disclosure agreement, attest to their receipt of Security Awareness Training, and acknowledge the rules of behavior concerning proper use and security in systems that process SSA-provided information. Service Provider shall retain non-disclosure attestations for at least five (5) to seven (7) years for each employee who processes, views, or encounters SSA-provided information as part of their duties.
1. Customer shall provide the Service Provider a copy of the SSA exchange agreement and all related attachments before initial disclosure of SSA data. Service Provider is required to follow the terms of the Customer's data exchange agreement with the SSA. Prior to signing this Agreement, and thereafter at SSA’s request, the Customer shall obtain from the Service Provider a current list of the employees of such Service Provider with access to SSA data and provide such list to the SSA.
1. Where the Service Provider processes, handles, or transmits information provided to the Customer by the SSA or has authority to perform on the Customer's behalf, the Customer shall clearly state the specific roles and functions of the Service Provider within the Agreement.
1. SSA requires all parties subject to this Agreement to exercise due diligence to avoid hindering legal actions, warrants, subpoenas, court actions, court judgments, state or Federal investigations, and SSA special inquiries for matters pertaining to SSA-provided information.
1. SSA requires all parties subject to this Agreement to agree that any Customer-owned or subcontracted facility involved in the receipt, processing, storage, or disposal of SSA-provided information operate as a “de facto” extension of the Customer and is subject to onsite inspection and review by the Customer or SSA with prior notice.
1. If the Service Provider must send a computer, hard drive, or other computing or storage device offsite for repair, the Service Provider must have a non-disclosure clause in their contract with the vendor. If the Service Provider used the item in a business process that involved SSA-provided information and the vendor will retrieve or may view SSA-provided information during servicing, SSA reserves the right to inspect the Service Provider’s vendor contract. The Service Provider must remove SSA-provided information from electronic devices before sending it to an external vendor for service. SSA expects the Service Provider to render SSA-provided information unrecoverable or destroy the electronic device if they do not need to recover the information. The same applies to excessed, donated, or sold equipment placed into the custody of another organization.
1. In the event of a suspected or verified data breach involving SSA provided information, the Service Provider shall notify the call tree below:  
Customer
SSA Regional Office – Kansas City, 800-772-1213
SSA National Network Service Center (NNSC), 877-697-4889
1. The Customer shall have the right to void the contract if the Service Provider fails to provide the safeguards described above.
Criminal/Civil Sanctions
The Act specifically provides civil remedies, 5 U.S.C. Sec. 552a(g), including damages, and criminal penalties, 5 U.S.C. Sec. 552a(i), for violations of the Act.
The civil action provisions are premised violations of the Act committed by parties subject to this Agreement or regulations promulgated thereunder.
An individual claiming such a violation by parties subject to this Agreement may bring civil action in a federal district court. If the individual substantially prevails, the court may assess reasonable attorney fees and other litigation costs. In addition, the court may direct the parties subject to this Agreement to grant the plaintiff access to his/her records, and when appropriate direct an amendment or correction of records subject to the Act.
Actual damages may be awarded to the plaintiff for intentional or willful refusal by parties subject to this Agreement to comply with the Act. 
1. Civil Remedies. 
0. In any suit brought under the provisions of 5 U.S.C. § 552a(g)(1)(C) or (D) in which the court determines that the parties subject to this Agreement acted in a manner which was intentional or willful, shall be liable in an amount equal to the sum of — 
0. actual damages sustained by the individual because of the refusal or failure, but in no case, shall a person entitled to recovery receive less than the sum of $1,000; and 
0. the costs of the action together with reasonable attorney fees as determined by the court. 
0. An action to enforce any liability created under 5 U.S.C. § 552a may be brought in the district court of the United States in the district in which the complainant resides, or has his principal place of business, or in which the records are situated, or in the District of Columbia, without regard to the amount in controversy, within two years from the date on which the cause of action arises, except that where parties subject to this Agreement have materially and willfully misrepresented any information required under this section to be disclosed to an individual and the information so misrepresented is material to establishment of the liability of the agency to the individual under 5 U.S.C. § 552a, the action may be brought at any time within two years after discovery by the individual of the misrepresentation. Nothing in this section shall be construed to authorize any civil action because of any injury sustained as the result of a disclosure of a record prior to September 27, 1975.
1. Criminal Penalties
1. Any officer or employee of an agency, who by virtue of his employment or official position, has possession of, or access to, agency records which contain individually identifiable information the disclosure of which is prohibited by this section or by rules or regulations established thereunder, and who knowing that disclosure of the specific material is so prohibited, willfully discloses the material in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000. See 5 U.S.C. § 552a(i)(1).
1. Any officer or employee of any agency who willfully maintains a system of records without meeting the notice requirements of subsection (e)(4) of this section shall be guilty of a misdemeanor and fined not more than $5,000. See 5 U.S.C. § 552a(i)(2).
Any person who knowingly and willfully requests or obtains any record concerning an individual from an agency under false pretenses shall be guilty of a misdemeanor and fined not more than $5,000. See 5 U.S.C. § 552a(i)(3). 
