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1. Introduction. Difficult communications are an opportunity to inform and, more importantly, replace fear, uncertainty and doubt with constructive, forward-looking action. When delivered effectively, difficult communications can build trust, engender commitment to creating a positive outcome from the crisis, and further link Information Technology (IT) with the business and business outcomes. 
2. Critical Communications Components. The critical communications process spans seven key actions described below.
2.1. Be Prepared 
2.1.1. When situations occur, quick and accurate communications must reach all the affected parties. Rather than spend time sorting through who should be notified, prepare distribution lists beforehand for each type of difficult communication. Include the relevant senior leadership, business staff, IT staff and other affected stakeholders, and determine the channels for distributing the communications type to them. 
2.1.2. Create templates for the types of communications that include sections for what occurred, how it might impact people in the different audiences, why they should care, what they might need, what you need them to do and your follow-up communications plan.
2.2. Gather the facts
2.2.1. Having a good grasp of the situation and the associated basic and important facts is the basis for determining what and how to communicate and to whom. How quickly you need to quell people's fears determines the amount of time you have to collect and analyze facts. Contacting the Responsible, Accountable, Consulted and Informed (RACI) individuals will help you establish what is known and what you need to do about it.
2.3. Determine the outcome
2.3.1. Based on the nature of the event, determine what you want to occur as a result of your communications. Is it strictly to inform, actively allay fears or lead people to action? Difficult communications are predominantly about influencing, and they focus on the human elements of calming, inspiring or exciting. 
2.4. Create a message
2.4.1. With your event distribution lists in mind, focus on your audiences and your template to create a clear, easy-to-understand and custom-made message. Include sufficient detail to describe the situation, acknowledging if there are things you may not be able to discuss at the current time. Discuss the real and potential impacts on your audiences. Address what you think may be their fears, uncertainties and doubts. Help them assume control and responsibility by telling them what you need them to do and the challenge in which they need to engage. Encourage self-reflection and provide a means of asking questions or providing input. Be positive and provide an uplifting ending.
2.5. Inform and Educate
2.5.1. To gain the attention and commitment of each of your audiences, adjust the depth and details of the message to suit each group. A great communicator considers the culture and characteristics when crafting the message and selecting how it will be delivered to a particular audience. Selecting the right delivery method or channel is key to demonstrating consideration for the roles of the stakeholders, successfully drawing their attention and engaging them to act on the message.
2.6. Sense and Respond
2.6.1. Communication is a bidirectional activity. Use a combination of formal and informal methods to ensure your message has been effectively received and to get a sense of people's reaction to the event and their level of discomfort. Swiftly follow up with stakeholders to shift negative comments into positive actions.
2.7. Adjust and Update
2.7.1. As the event continues to unfold and then wind down, modify your follow-up communications plan to provide updates. Adjust your approach to the message as needed to help everyone stay positive and productive. Consider using obviously relevant stories because they help reduce stress and let people understand the problem better.
2.7.2. Before the event is completely in the past and your attention diverts to other pressing issues, evaluate the effectiveness of your communications. Adjust your distribution lists and templates as needed. Annotate the templates with reminders of what was especially effective and what you want to improve, should a similar event arise.
3. Communication Plans. Designed to support the delivery of a difficult communication to affected audiences, formalizing a communications plan helps focus communications and creates consistent messaging. The following table provides detailed information on process, roles and responsibilities by communication type.
	Communications
Type
	Components
	Component Descriptions

	Security Breach
	


	
	Purpose
	The goal should be to quickly engage resources across the enterprise and to determine and communicate what has happened, the extent of the issue, and what is being done to resolve it and prevent it from happening again. It should be noted that this type of communication must work in parallel with the organizations incident response protocols.

	
	Communicator
	The Information Security Officer (ISO) should initiate the communications process, assisted by other IT executives, relationship managers and the service desk (for regular alerts).

	
	Stakeholder
	Immediately engage others throughout the organization, starting with the Chief Information Technology Officer (CITO), followed by the Chief Information Security Officer (CISO), and the Public Affairs Office. Next, reach out to legal, HR and appropriate Executive Management (consider agency dependencies where the source of the data is shared or not internal). Effectiveness at this level requires using all available corporate resources to address the issue at hand. In the case of a security breach, a Critical Communications Team (CCT) will be used for rapid-response. The CCT follows the event from end to end for the duration of the crisis (see Figure 4). By creating this team in advance of a crisis (Step 1 in Figure 2) and creating agreements for rapid message development, review and delivery, a quicker response will be enabled, should such an event occur. After delivering initial internal communications, notify those impacted by the event.

Critical Communications Team
	Role
	Purpose

	CIO/ISO
	* Alert the CCT of the situation
* Engage the appropriate stakeholders
* Monitor progress
* Compile daily breach report for executive management. The first report should include all the known facts about the breach as well as the steps and resources needed to resolve it.
* Create a high-level overview of priorities and progress, as well as problems and risks

	Public Affairs
	* Structure messages according to stakeholder groups
* Determine the best approach for publishing messages to each group
* Handle any information leaks regarding a breach
* Identify the best notification and crisis management tactics before a breach ever occurs
* Track and analyze media coverage and quickly respond to any negative press during a breach

	Legal
	* Review the breach from a legal perspective
* Recommend messages to corporate communications
* Review all messages for legal accuracy and risk
* Determine whether it’s necessary to notify affected individuals, the media, law enforcement, government agencies and other third parties, such as legal staff from cloud vendors
* Review and stay up to date on both state and federal laws governing data breaches
* Ensure all notifications occur within any mandated timeframes


	HR
	* Review the breach from an HR perspective
* Recommend messages to corporate communications
* Review all messages prior to publication
* Outline a plan for setting up a data breach hotline for citizens and/or employees if a beach occurs. Determine in advance if you’ll use internal or external resources.

	Law Enforcement (optional)
	* Identify which state and federal authorities, including the FBI and Secret Service, to contact in the event of a data breach involving criminal activity. 
* During a breach, be sure everyone on the data breach response team is aware of any law enforcement directives so the investigation isn’t interrupted.

	Executive Management
	* Stay aware of the situation 
* Provide advice and counsel throughout the process





	
	Message Content
	The messages should communicate the facts, including what happened, why, and what has been done or is being done to prevent future breaches. Thus, it is important to quickly determine what happened and why, and then consider all forms of communication. For example, if customers are impacted, a notice on a website with a personal follow-up by executives to the largest customers may be appropriate. Stick to the facts about what has happened, what the potential impact is, what the enterprise is doing about it, and other pertinent information around when the issue will be resolved or when the next communication can be expected.

	
	Delivery Method
	To the extent possible, deliver the message in person to executive stakeholders. Whether to call or visit middle management depends on the severity of the situation: The more severe the situation is, the better it is to deliver the message in person.

	
	Delivery Frequency
	Deliver communications as soon as the breach is detected and establish regular intervals of notification throughout the resolution of the problem.

	
	Feedback
	Immediately following the event, hold a debriefing session to document all the factors around the breach, including what happened, when, why, what is being done to avoid a recurrence, and the extent of the damage — such as revenue loss and impact to the organizations image. Roll up the results to a performance dashboard.

	
	Measures of Success
	For breaches that impact customers, the ideal result is that the actions taken enhance the credibility of the company and the IT organization.

	Significant Cyber Threat or Event
	

	
	Purpose
	The goal is to notify 

	
	Communicator
	The message should be delivered by the Information Security Officer in the most expeditious manner available.

	
	Stakeholder Targets
	Organization leadership or those in roles of elevated responsibility with authority to respond or act. If the scope is ALL state organizations, position the message as from the Governor if possible.

	
	Message Content
	It is assumed that since these threats and events are part of the critical communications plan, they are considered extremely high risk; the key message to deliver:
■ What is the threat, brief non-technical explanation?
■ What is the likelihood of occurrence of this threat?
■ Can the likelihood or consequence of a threat be reduced? What mitigation measures can be taken?
■ Have others been impacted by those threats? If so, what were the outcomes?
■ How can the threat impact the organization’s regulatory posture?
■ Are there any status reporting requirements from organizations?
■ What can the organization expect next?


	
	Delivery Method
	The message is best delivered via ‘list-serve’ (blast email)

	
	Delivery Frequency
	Communicate the cyber threat or event as quickly as possible. Follow up with updates or specifics regarding response strategy or changes to the threat level as necessary. Respond to stakeholder queries with communications designed to acknowledge their reactions and convert them to positive action.

	
	Feedback
	Opportunities for gathering feedback are during the initial announcement meeting and via individual departmental updates.

	
	Measures of Success
	Success is when the IT organization quickly adjusts to the change and continues to perform as before — or better.

	Change in Leadership
	

	
	Purpose
	The goal should be to announce new leadership in a way that answers questions, creates a compelling vision for the organization and motivates the staff to engage in that vision.

	
	Communicator
	The message about the change should first be delivered by the managing executive over the area where leadership has changed. For example, if the CIO has changed, the person to whom the CIO reports should frame the message, followed immediately by the CIO. If, however, an IT leader has changed, the CIO should deliver the message, and the new IT leadership should then talk to the staff.

	
	Stakeholder Targets
	These include the IT organization and executive leadership of the enterprise.

	
	Message Content
	The key messages to deliver:
■ What has changed?
■ Why?
■ What does it mean for me personally and for the organization?
■ What do you expect me to do in light of the change?
■ What can I and the organization expect next?
Although it might not be possible to walk into these initial meetings with a new vision in hand, the head of the organization can reassure the organization with a quick demonstration of leadership. If an IT strategy or one-page vision for the organization has not been developed, the CIO can focus on helping paint an optimistic picture of the future at a more general level. If you know why the previous leadership didn't work out, use this information to start creating a vision of the organization that is different from before.

	
	Delivery Method
	The message is best delivered in person via an IT update.

	
	Delivery Frequency
	Communicate the change as quickly as possible. Follow up with updates as soon as the vision and strategy coalesce. Respond to stakeholder issues and fears with communications designed to acknowledge their reactions and convert them to positive action.

	
	Feedback
	Opportunities for gathering feedback are from responses to the original communication and subsequent updates.

	
	Measures of Success
	Success is when all organizations have the information necessary to quickly adjust or respond to the cyber threat or event.

	Major Project Failure
	

	
	Purpose
	If you are a new CIO coming into the enterprise with a failure already on the table, the goal is to address the reasons for the failure and restore the credibility of the IT organization as quickly as possible. The same applies to a CIO who still has the political capital to correct the situation.

	
	Communicator
	The message should come from the CIO. However, the project management office (PMO) and the project manager or application director responsible for the project may play a role in helping develop the message. Relationship managers can assist in communicating the message.

	
	Stakeholder Targets
	The key stakeholders are your boss, first, followed by the project sponsor and, ultimately, the governance committee, as defined by the organization. After the dust settles, debrief the IT organization via an IT update.

	
	Message Content
	Learn and communicate what the issues were, and clearly articulate what is different. Review options and develop a recommendation. Tie the recommendations back to the business and IT strategies to demonstrate how and why a path forward makes sense.
Tell the truth and accept the blame. The worst thing a CIO can do in this kind of situation is to not be honest, because eventually, any deception will be discovered and hurt the CIO more than the initial failure does. The second worst thing is to try to blame someone else. Let the Chief Executive determine who is to blame and what actions are appropriate.

	
	Delivery Method
	Face-to-face delivery is best. If there is time to get on a plane and visit in person, do it. In addition, apply the standard project process to consider the options available, and move forward with a decision. This is the one time where it may be acceptable to ignore the personal preferences of others when communicating — if this is a critical issue, you will earn more credibility by responding and engaging the appropriate people immediately.

	
	Delivery Frequency
	Deliver the message as soon as the facts are collected, and you understand what happened. Respond to stakeholder issues and fears with communications designed to acknowledge their reactions and convert them to positive action. Provide updates on the remediation plan, acknowledging any negative aspects and highlighting the positive. As the remediation plan gets under way, daily or every couple of days, update communications. If you demonstrate commitment, people are more likely to suspend judgment and give you an opportunity to effectively bring the event to a conclusion.

	
	Feedback
	Gather feedback by consulting with your manager and the executive sponsor, and then engage them in developing a path forward.

	
	Measures of Success
	The ultimate measure of success is zero loss of credibility for the IT organization. If this cannot be achieved, however, the leadership skills demonstrated during this time — as measured by sincerity and understanding the facts — will go a long way toward paving a successful future path.





Appendix A, Security Breach Tables, Charts, and Templates.
1. The following generic Security Incident Management Responsibility, Accountability, Consult, and Inform (RACI) chart is provided to identify individuals with whom to work with to establish what is known and what needs to be done about it.
Security Incident Management RACI Chart Definitions
	Obligation
	Role Description

	R = Responsibility 
	The individual who is ultimately responsible. Includes yes or no authority or veto power. Only one “A” can be assigned to a function.

	A = Accountability
	The individual(s) who completes the task, the doer. 
This person is responsible for action/implementation.
Responsibility can be shared; the degree of responsibility is determined by the individual with the “A”.

	C = Consult
	The individual(s) to be consulted prior to a final decision or action, this incorporates two-way communication.

	I = Inform
	The individual(s) who needs to be informed after a decision or action is taken, this incorporates one-way communication


Security Incident Management Process RACI Chart
	Activity Description
	Roles and Responsibilities

	
	Person that identified the incident
	  Service
  Desk
	  Service
  Provider Group
  (SPG) SME’s
	  
  SPG Team
	  SPG 
  Manager
	  Service Desk
  Manager

	1. Contact Service Desk
	R
	
	
	
	
	

	2. Initial Call Handling
	
	R
	
	
	
	A

	3. Initial Ticket Logging & Severity
	I
	R
	
	
	
	A

	4 Incident Assignment
	I
	R
	C
	
	A
	C

	5. Incident Categorization
	
	
	R
	
	A
	

	6. Incident Investigation & Diagnosis
(initial triage)
	
	
	R
	C
	A
	

	7. Escalate/Reassign Incident
	I
	
	R
	C
	A
	

	8. Perform Tier 2+ Investigate &
Diagnosis
	
	
	
	R
	A
	

	9. Submit resolution to Knowledge
Base
	
	
	R
	R
	A
	

	10. Continuous Incident Management
Process Improvement
	C I
	C I
	C I
	C I
	A R
	C I

	11. Incident Resolution & Restoration
	I
	
	R
	R
	A
	

	12. Incident Closure
	I
	
	R
	I
	A I
	


2. The following swim lane chart is provided to illustrate the relationship between the critical communication process and a generic incident management protocol that should easily represent the lifecycle of any locally developed incident response plan. A security breach is used in this example; however, this chart could easily be modified for other critical communications.
	Security Incident Mgmt. Lifecycle
	Security Breach Communications Plan

	Be Prepared



Implement Measures
Perform Network Monitoring
Follow-up
Formulate a Response Strategy
Validated Security Breach Reported
Gather Evidence and Investigate
Incident Response Team Formed
Incident Manager Notified

	CIO
	Critical Communications Team

	
	Adjust and Update
Sense and Respond
Inform and Educate
Approve the Message
Notify the CCT
Create a Message
Determine the Outcome
Gather the Facts




3. Auditing breach preparedness helps ensure it stays current and useful. Below is a template that can be modified to fit the full scope of the organizations response plan. 
	
	Update data breach response team contact list
· Check that contact information for internal and external members of the breach response team is current
· Remove anyone who is no longer with the organization or with an external partner and add new department heads
· Re-distribute the updated list to the appropriate parties
	Quarterly

	
	Verify your data breach response plan is comprehensive
· Update the plan, as needed, to take into account any major organization changes, such as recently established lines of business, departments, or data management policies
· Verify each response team member and department understands its role during a data breach. Create example scenarios for the response team and departments to address
	Quarterly

	
	Double check your vendor contracts
· Ensure you have valid contracts on file with a forensics firm, data breach resolution provider and other vendors
· Verify vendor and contracts still match the scope of the business
	Quarterly

	
	Review notification guidelines
· Ensure the notification portion of the response plan takes into account the latest state legislation
· Update notification letter templates, as needed, to reflect any new laws
· Verify contracts are up to date for attorneys, government agencies or media for notification following a breach
· Healthcare entities need to ensure they have the proper Department of Health and Human Services contacts and reporting process in place
	Quarterly

	
	Check up on third parties that have access to state data
· Review how third parties are managing state data and if they are meeting data protection standards
· Ensure they are up to date on any new legislation that may affect the state during a data breach
· Verify they understand the importance of notifying the organization immediately of a breach and working with the organization to resolve it
· Healthcare entities should ensure business associate agreements (BAAs) are in place to meet HIPAA requirements
	Quarterly

	
	Evaluate IT Security
· Ensure proper data access controls are in place
· Verify that company-wide automation of operating system and software updates are installing properly
· Ensure automated monitoring of and reporting on systems for security gaps is up to date
· Verify that backups are stored securely
	Quarterly

	
	Review staff security awareness
· Ensure everyone on staff is up to date on proper data protection procedures, including what data, documents and emails to keep and what to securely discard
· Review how to spot and report the signs of a data breach from within everyday working environments
· Verify employees and security controls are actively keeping mobile devices secure
	Yearly



4. The following is a contacts template, it should be modified to fit the organizations incident response plan.
	Critical Communications Team

	CIO
	Organization:

	Name:
	Title:

	Work Mobile Phone
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	Legal
	Organization:

	Name:
	Title:

	Work Mobile Phone
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	Public Affairs
	Organization:

	Name:
	Title:

	Work Mobile Phone
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	Human Resources
	Organization:

	Name:
	Title:

	Work Mobile Phone
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	Law Enforcement
	Organization:

	Name:
	Title:

	Work Mobile Phone
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	C-Level Executives

	Secretary/Director
	Organization:

	Name:
	Title:

	Work Mobile Phone
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	Chief Financial Officer
	Organization:

	Name:
	Title:

	Work Mobile Phone
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	Chief Information Security Officer
	Organization:

	Name:
	Title:

	Work Mobile Phone
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	Chief Privacy Officer
	Organization:

	Name:
	Title:

	Work Mobile Phone
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	Chief Compliance Officer
	Organization:

	Name:
	Title:

	Work Mobile Phone
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	Resolution Partners

	External Legal Council
	Organization:

	Contact
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	
	
	
	

	Public Relations/Crisis Mgmt. Firm
	Organization:

	Contact
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	
	
	
	

	Forensics Firm
	Organization:

	Contact
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	
	
	
	

	Notification Vendor
	Organization:

	Contact
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	
	
	
	

	Law Enforcement

	Police Department

	Contact
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	
	
	
	

	Secret Service

	Contact
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	
	
	
	

	KBI/FBI

	Contact
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	
	
	
	

	State Attorney General

	Contact
	Mobile Phone
	Office Phone
	Email

	
	
	
	

	
	
	
	

	Third Parties

	Business Partners

	Company
	Contact
	Phone
	Email

	
	
	
	

	
	
	
	

	
	
	
	

	
	
	
	

	Media

	Company
	Contact
	Phone
	Email
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