EXHIBIT A
STATEMENT OF CONFIDENTIALITY AND NON-DISCLOSURE

INTERAGENCY DATA SHARING AGREEMENT
Between 
Agency1
and
Agency2


This Interagency Data Sharing Agreement is entered into by and between Agency1 and Agency2 (hereinafter referred to as “State Agency”)(Collectively the “Agencies”). 


ARTICLE I.  PURPOSE [EDIT FOR EACH AGENCY AS NEEDED]

This Interagency Data Sharing Agreement sets forth the terms and conditions under which State Agencies agrees to exchange data 


ARTICLE II. DEFINITIONS

As used throughout this Agreement, the following terms shall have the meanings set forth below:
	
	2.1	“Agreement” shall mean this Data Sharing Agreement, including all documents attached or incorporated by reference.

	2.2	“Agencies” shall mean Agency1 and Agency2.

	2.3	“Confidential Data” shall mean Category 3 and or Category 4 Data.

2.4	“Data” shall include any computer readable data provided by either Agency1 or Agency, whether that data originated within either agency or in another entity.

2.5	Data Classification Categories used in this Agreement are defined as follows:

2.5.1	Category 1 Data – Public Information – information that can be or currently is released to the public and cannot be defined as confidential or restricted. Category 1 data does not require authorization to be released but does need integrity and availability protection controls.

2.5.2	Category 2 Data – Sensitive Information – information that may not be specifically protected from disclosure by law and is for official use only. Category 2 data is generally not released to the public unless specifically requested but does not require authorization to be released for official agency business.

2.5.3	Category 3 Data – Confidential Information – information that is specifically protected from disclosure by law. Category 3 data requires an approved data sharing agreement for release. It may include but is not limited to:

a) Personal information about individuals, regardless of how that information is obtained, including STATE AGENCY customer information;

b) Information concerning employee personnel records; or

c) Information regarding IT infrastructure and security of computer and telecommunications systems.

2.5.4	Category 4 Data – Confidential Information Requiring Special Handling – information that is specifically protected from disclosure by law and for which:

a) Especially strict handling requirements are dictated, such as by statutes, regulations or agreements; or

b) Serious consequence could arise from unauthorized disclosure, such as threats to health and safety or legal sanctions.

2.6	“Data Encryption” refers to ciphers, algorithms or other encoding mechanisms that will encode data to protect its confidentiality. Data encryption can be required during the data transmission or data storage depending on the level of protection required for this data.

2.7	“Data Storage” refers to the state data is in when at rest. Data shall be stored on secured environments.

2.8	“Data Transmission” refers to the methods and technologies used to move data between destinations.

2.9	“Disclosure” means to permit access to or release, transfer, or other communication of personally identifiable information contained in records by any means including oral, written, or electronic means, to any party except the party identified or the party that provided or created the record.

2.10	“Information” shall mean material provided by either of the Agencies in any format, including reports.

2.11	“Personally Identifiable Information” means information that can be used to distinguish or trace an individual’s identity, such as their name, Social Security Number, state identification number, biometric records, etc. alone or when combined with other personal or identifying information which is linked or linkable to a specific individual, such as date and place of birth, mother’s maiden name, etc. Personally Identifiable Information also includes other information that, alone or in combination, would allow a reasonable person in the community, who does not have personal knowledge of the relevant circumstance, to identify the person with reasonable certainty.

2.12	“Security Breach” means the unauthorized access and acquisition of unencrypted or unredacted computerized data that compromises the security, confidentiality or integrity of personal information maintained by an individual, agency or a commercial entity and that causes, or such individual or entity reasonably believes has caused or will cause, identity theft to any consumer. Good faith acquisition of personal information by an employee or agent of an individual, agency or a commercial entity for the purposes of the individual, agency or the commercial entity is not a breach of the security of the system, provided that the personal information is not used for or is not subject to further unauthorized disclosure.

ARTICLE III. DUTIES OF THE PARTIES HERETO

3.1  	STATE AGENCY 1
Shall provide physical security for all computers utilized for processing data transferred under this Agreement.

Shall maintain all information received and/or printed under this Agreement in strict confidentiality as protected by State and Federal laws.

Shall immediately notify the State Agency 2 designated security contacts upon learning of any actions of a STATE AGENCY 1 employee or agent that may constitute a breach of this Agreement or the commitment of fraud and/or other security violations, including but not limited to unauthorized access, improper use/disclosure of information, or security breach of confidentiality of information.

Shall not transfer or disclose data transferred from State Agency 2 to any other agency or entity by any means, except as indicated in Article X. Use of Data, without amending this Agreement or entering into a new or amended agreement which would allow for the data transfer.  

3.2 	STATE Agency 2
Shall maintain and update the XXXXXX system in accordance with State and Federal requirements.	

Shall provide physical security for all computers utilized for accessing STATE AGENCY information.

Shall monitor compliance with this Agreement, including auditing/tracking of individual user access.

Shall provide required training on program access and updates to designated staff.

Shall not transfer or disclose STATE AGENCY data to any other agency or entity by any means, except as indicated in Article X: Use of Data, without amending this Agreement or entering into a new or amended agreement which would allow for the data transfer.

Shall maintain all information received and/or printed from STATE AGENCY in strict confidentiality as protected by State and Federal laws.

Shall notify STATE AGENCY designated security contacts within the timeframe required by regulatory authority, but no more than 24 hours of learning of any actions of a State Agency 2 employee or agent that may constitute a breach of the Agreement or the commitment of fraud and/or other security violations, including but not limited to unauthorized access, improper use/disclosure of information, or security breach of confidentiality of information.  

3.3	DUTIES OF ALL PARTIES
The Parties shall warrant that all persons assigned by them to the performance of this Agreement shall be their employees or contractors and shall be fully qualified to perform the work required.

Access to the records matched and to any records created by the match will be restricted to only those authorized employees and officials who need it to perform their official duties in connection with the uses of the information authorized in this Agreement.

The records matched and any records created by the match will be processed under the immediate supervision and control of authorized personnel in a manner which will protect the confidentiality of the records, and in such a way that unauthorized persons cannot retrieve any such records by means of computer, remote terminal, or other means.

All personnel who will have access to the records matched and to any records created by the match will be advised of the confidential nature of the information, the safeguards required to protect the information, and the civil and criminal sanctions for noncompliance contained in applicable Federal laws.

The equipment, files and/or documents will be transported under appropriate safeguards.

ARTICLE IV.  DATA ELEMENTS

4.1	DATA ELEMENTS

Data shared between the Agencies shall be limited to the data elements specifically defined and authorized by the Agencies in Attachment A: Data Elements and Sources, which is attached hereto and incorporated by reference. If one or more of the Agencies desire to transfer additional data, the Agencies must agree in writing to the additional data elements by amendment to this Agreement. 

4.2	DATA SOURCES

The source of each data element shall be included in Attachment A: Data Elements and Sources. In the case that Agency1 or Agency2 wish to include additional data elements under Section 4.1 the source of such data must be provided and all applicable regulatory requirements must be incorporated into this Agreement.

4.3	REGULATORY REQUIREMENTS

The Agencies agree to abide by all applicable Federal, State, and local laws, rules and regulations regarding the safeguarding, retention, and deletion of data transferred and stored under this Agreement. In addition, the Agencies agree to comply with the requirements included in Attachment B: Regulatory Requirements, which is attached hereto and incorporated by reference. (SHOULD INCLUDE INFORMATION EXCHANGE AGREEMENT for STATE AGENCY, including all attachments and any other pertinent regulatory requirements which would affect this Agreement)

The Agencies will comply with limitations on use, treatment, and safeguarding of data under the Privacy Act of 1974 (5 U.S.C. 552a), as amended by the Computer Matching and Privacy Protection act of 1988, related Office of Management and Budget guidelines, the Federal Information Security Management Act of 2002 (44 U.S.C. 3541, et seq.), and related National Institute of Standards and Technology guidelines. Where applicable the Agencies will comply with the Social Security Administration’s (SSA) “Electronic Information Exchange Security Requirements and Procedures for State and Local Agencies Exchanging Electronic Information with the Social Security Administration” and any Information Exchange Agreement (IEA) entered between STATE AGENCY and SSA  For any tax return data, the Agencies will also comply with the “Tax Information Security Guidelines for Federal, State and Local Agencies,” Publication 1075, published by the Secretary of the Treasury and available at the following Internal Revenue Service (IRS) website: http://www.irs.gov/pub/irs-pdf/p1075.pdf. Additionally, all state statutes and regulations must be followed.

It shall be the responsibility of STATE AGENCY 1 to ensure that the provisions of this Agreement are in compliance with the laws, rules, regulations, and contractual requirements applicable to their data. In the case that additional safeguards or provisions are required in order for STATE AGENCY 1 to be in compliance, STATE AGENCY 1 shall submit timely notice to State Agency 2 indicating such required revision to this Agreement and the required timeline for implementation of any additional or modified measures. Such modification to this amendment shall be in compliance with Section 18.4 Amendments and Modifications.

ARTICLE V.  TERM AND EFFECTIVE DATE OF AGREEMENT

5.1  	This Agreement shall become effective on the date of the last party’s signature. 

5.2	The initial term of this Agreement shall be from the effective date through December 31 of the current year, unless sooner terminated as provided herein.

5.3	This Agreement automatically extends for successive one-year periods but no more than two additional years, unless either of the Agencies notifies the other in writing, electronic mail being sufficient, at least 30 days prior to the automatic renewal date that they wish to terminate the Agreement.

5.4	The Agreement may be terminated in accordance with the provisions of Subsection XX.XX
	
5.6	This agreement shall be reviewed annually and re-executed every three years to validate the 	needs of the exchange. 

ARTICLE VI.  FUNDING

The costs to carry out each Agency’s respective obligations under this Agreement, including costs for system modifications, will be borne by each Agency respectively.  

ARTICLE VII.  DATA TRANSMISSION

To ensure data is encrypted during data transmission, all data transfer between the parties shall be transmitted using Secure transfer methods.   

XXXXXX uses Secure Sockets Layer/Transport Layer Security (SSL/TLS) to support the transmission and security of data in use and data in transit when accessed by the web application. Web service calls are also encrypted using industry standard non-vulnerable protocols. STATE AGENCY shall only be allowed to connect to XXXXXXX over TLS.v.1.1 or greater. All sensitive data including session-related cookies are encrypted before transmission, and XXXXXX can be configured to flip all Hypertext Transfer Protocol (HTTP) connection attempts to HTTP Secure (HTTPS). When direct connection to the database is made, State Agency 2 uses industry standard VPN software to protect data in use and data in transit. Data transfer from legacy systems is accomplished using either SFTP or TLS.v.1.1 or greater.

ARTICLE VIII. DATA SECURITY

8.1	Protection of Data
	
8.1.1	Workstation Hard disk drives. Data stored on local workstation hard disks. No production data shall be stored on a local workstation hard drive. Access to the workstation hard disk drives will be restricted to authorized users by requiring logon to the local workstation using a unique user ID and complex password or other authentication mechanisms which provide equal or greater security, such as biometrics or smart cards. If the workstation is located in an unsecured physical location, then the hard drive must be encrypted and/or password protected to protect data in the event the device is stolen.

8.1.2	Network server disks. Data stored on hard disks mounted on network servers and made available through shared folders. Access to the data will be restricted to authorized users through the use of access control lists which will grant access only after the authorized user has authenticated to the network using a unique user ID and complex password or other authentication mechanisms which provide equal or greater security, such as biometrics or smart cards. Data on disks mounted to such servers must be located in an area which is accessible only to authorized individuals, with access controlled through use of a key, card key, combination lock, or comparable mechanism. Backup copies for DR purposes must be encrypted if recorded to removable media.

8.1.3	Optical discs (e.g. CDs, DVDs, Blu-Rays) in local workstation optical disc drives. Data provided on optical discs which will be used in local workstation optical disc drives and which will not be transported out of a secure area. When not in use for the Agreement purpose, such discs must be locked in a drawer, cabinet or other container to which only authorized users have the key, combination or mechanism required to access the contents of the container. Workstations which access data on optical discs must be located in an area which is accessible only to authorized individuals, with access controlled through use of a key, card key, combination lock, or comparable mechanism.  All optical discs will be labeled accordingly.

8.1.4	Optical discs (e.g. CDs, DVDs, Blu-Rays) in drives attached to servers. Data provided on optical discs which will be attached to network servers and which will not be transported out of a secure area. Access to data on these discs will be restricted to authorized users through the use of access control lists which will grant access only after the authorized user has authenticated to the network using a unique user ID and complex password or other authentication mechanisms which provide equal or greater security, such as biometrics or smart cards. Data on discs attached to such servers must be located in an area which is accessible only to authorized individuals, with access controlled through use of a key, card key, combination lock, or comparable mechanism.  All optical discs will be labeled accordingly.

8.1.5	Paper documents. Any paper records must be protected by storing the records in a secure area which is only accessible to authorized individuals. When not in use, such records must be stored in a locked container, such as a file cabinet, locking drawer, or safe, to which only authorized persons have access.

8.1.6	Access via remote terminal/workstation over the Kansas Wide Area Information Network (KANWIN). Access to the data by each Agencies’ staff will be controlled by the identified Security Contact of each Agency who will issue authentication credentials (e.g. a unique user ID and complex password) to authorized individuals. Each Agency will notify the other Agency’s Agreement Administrator and Security Contact identified in Article XXI immediately whenever an authorized individual in possession of such credentials is terminated or otherwise leaves, and whenever a user’s duties change such that the user no longer requires access to perform work for this Agreement.

8.1.7	Access via remote terminal/workstation over the Public Internet. Data accessed and used interactively over KANWIN. Access to the data by each Agencies’ staff will be controlled by the identified Security Contact of each Agency who will issue authentication credentials (e.g. a unique user ID and complex password) to authorized individuals. Each Agency will notify the other Agency’s Agreement Administrator and Security Contact immediately whenever an authorized person in possession of such credentials is terminated or otherwise leaves, and whenever a user’s duties change such that the user no longer requires access to perform work for this Agreement.

8.1.8	Data storage on portable devices or media.
8.1.8.1	Confidential Data shall not be stored on portable devices or media unless specifically authorized within this Agreement. If so authorized, the data shall be given the following protections:
8.1.8.1.1	Encrypt the data with an industry approved encryption algorithm such as AES and a key length of at least 128 bits.  Key length of 256 bits is recommended.
[bookmark: _GoBack]	***Standard 256 bit, with negotiated exception for 128 bit.
	
8.1.8.1.2	Control access to devices with a unique user ID and password or stronger authentication method such as a physical token or biometrics.
8.1.8.1.3	Manually lock devices whenever they are left unattended and set devices to lock automatically after a period of inactivity, if this feature is available. Maximum period of inactivity is 30 minutes.
8.1.8.1.4	Physically protect the portable device(s) and/or media by keeping them in locked storage when not in use; using check-in/check-out procedures when they are shared; and taking frequent inventories.
8.1.8.2	When being transported outside of a secure area, portable devices and media with Confidential Data must be under the physical control of Agency staff with authorization to access the data.
8.1.8.3	Portable devices include, but are not limited to; handhelds/PDAs, tablets, flash memory devices (e.g. USB flash drives, personal media players), portable hard disks, and laptop/notebook computers.
8.1.8.4	Portable media includes, but is not limited to; optical media (e.g. CDs, DVDs, Blu-Rays), magnetic media (e.g. tape, Zip or Jaz disks), or flash media (e.g. CompactFlash, SD, MMC).

8.2	Safeguards against Unauthorized Access and Disclosure

8.2.1	Authorized Access. The Agencies shall warrant that all persons assigned by them to the performance of this Agreement shall be their employees or contractors and shall be fully qualified to perform the work required.  

Access to data will be restricted to only those authorized employees and officials whose duties or responsibilities require access. Before granting access to data, the Agencies must certify that each employee, contractor or agent understand the security policies of such Agency and the State of Kansas and the procedures for safeguarding data. Each employee, contractor or agent shall complete the Security Training Requirements in Article XIII in order to be initially certified and for each year of recertification. The Agencies shall maintain their authorization to access records through annual recertification. The initial certification and annual recertification must be documented and placed in the personnel files for review.
 
The Agencies will inform all employees and agents accessing the information that the unauthorized access, misuse, or disclosure of the subject information of this Agreement is a violation and may result in disciplinary action or criminal prosecution. AGENCY1 and AGENCY2 also agree to take appropriate disciplinary action against their respective employees that are found to have violated this Agreement in a manner consistent with the respective organization’s policies and procedures. 

The Parties to this Agreement will be responsible for compliance with the terms of this Agreement by their respective employees and/or agents.

8.2.2	Restricted Area Access. Access to areas containing Confidential Data shall be limited to authorized individuals at all times. This may be accomplished by creating restricted areas, security rooms, or locked rooms. Additionally, Confidential Data in any form (computer printout, photocopies, tapes, notes) must be protected at all times. This can be done through a combination of methods, including secured or locked perimeter, secured area or containerization.

	Restricted areas shall be prominently posted and separated from non-restricted areas by physical barriers that control access. The number of entrances must be kept to a minimum and must have controlled access (e.g., electronic access control, key access, door monitor) to prevent unauthorized entry.

	A restricted area visitor log must be maintained at a designated entrance to the restricted area, and all visitors (persons not assigned to the areas) entering the area shall be directed to the designated entrance.

8.3	Background Investigations

The Agencies shall each maintain a policy requiring that employees, contractors and agents with access to Confidential Data exchanged under this Agreement must complete a background investigation that is favorably adjudicated. The policy shall identify the process steps and timeframes and favorability standards that the service provider has adopted.

The background investigation policy must establish result criterion for each required element which defines what would result in preventing or removing an employee’s or contractor’s access to Confidential Data.

Agencies must initiate a background investigation for all employees and contractors prior to permitting access to Confidential Data.

Agencies must ensure a reinvestigation is conducted within 10 years from the date of the previous background investigation for each employee and contractor requiring access to Confidential Data.

Agencies must make written background investigation policies and procedures as well as a sample of completed employee and contractor background investigations available for inspection upon request by the other Agency.

ARTICLE IX. DATA CONFIDENTIALITY

The Agencies acknowledge the personal or confidential nature of the information and data exchanged under this Agreement and agree that their staff and contractors with access shall comply with all laws, regulations, and policies that apply to protection of the confidentiality of the data. If data provided under this Agreement is to be shared with a subcontractor, the contract with the subcontractor must include all of the data security provisions within this Agreement and within any amendments, attachments, or exhibits within this Agreement. If the Contractor cannot protect the data as articulated within this Agreement, then the Contract with the subcontractor must be submitted to the other Agency’s Agreement Administrator specified for this Agreement for review and approval. 

The Agencies recognize and hereby acknowledge that the user identifiers and passwords, if any, supplied by either Agency are the confidential property of such Agency, subject to the Agency’s proprietary rights, and agree to hold such user identifiers and passwords, if any, in the strictest confidence. The Agencies further agree to exercise at all times the same care with respect to the user identifiers and passwords, if any, or any other materials of information provided hereunder as such receiving Agency would exercise in protection of their own confidential information or property and to not release or disclose it to any other party except with the written consent of the supplying Agency.

9.1	Non-Disclosure of Data 

9.1.1 	Individuals shall access data gained by reason of this Agreement only for the purpose of fulfilling obligations referenced by this Agreement. Each individual (staff and their contractors) with data access shall read and sign Exhibit A, Statement of Confidentiality and Non-Disclosure, prior to access to the data. Copies of the signed forms shall be sent to each Agency’s Agreement Administrator identified in Article XXI.

9.2	Penalties for Unauthorized Disclosure of Information. In the event either of the Agencies fails to comply with any terms of this Agreement, the affected Agency shall have the right to take such action as it deems appropriate. The exercise of remedies pursuant to this paragraph shall be in addition to all sanctions provided by law, and to legal remedies available to parties injured by unauthorized disclosure.

ARTICLE X. USE OF DATA

10.1 	Data transferred by AGENCY 1 shall be used to [INSERT USE]

10.2	Data transferred by AGENCY2 shall be used to [INSERT USE]

10.3	Data provided by AGENCY1 will remain the property of AGENCY1 and will be returned to AGENCY1 or disposed in compliance with NIST Special Publication 800-88r1, Guidelines for Media Sanitation when the work for which the information was required has been completed. 

10.4 	This Agreement does not constitute a release of the data for AGENCY2 discretionary use, but may be accessed only to carry out the responsibilities specified herein. Any ad hoc analyses or other use of the data, not specified in this Agreement, is not permitted without the prior written agreement of AGENCY1. AGENCY2 shall not disclose, transfer, or sell any such information to any party, except as provided by law. AGENCY2 shall maintain the confidentiality of all Personally Identifiable Information and other information gained by reason of this Agreement. 

10.5 	AGENCY2 is not authorized to update or change any AGENCY1 data and then cite as AGENCY1 data. Any updates or changes without appropriate citation shall be cause for immediate termination of this Agreement.  

10.6 	Neither AGENCY2 nor AGENCY1 guarantees the accuracy of the data provided. All risk and liabilities of use and misuse of information provided pursuant to this Agreement are understood and assumed by each Agency to the extent their systems, controls, officers, employees and or agent are the cause of the use or misuse of the information. 

10.7 	Data provided by AGENCY1 cannot be re-disclosed or duplicated unless specifically authorized in this Agreement. 

10.8 	Publicly-reported aggregated results will not contain any group of fewer than three (3) individuals, and percent ranges should be used, where the greater the uncertainty (smaller number of observations) the greater width of the reporting range.  

10.9 	The requirements in this section shall survive the termination or expiration of this agreement or any subsequent agreement intended to supersede this Agreement.

10.10 	AGENCY2 shall not: 	

10.10.1	Disclose any of the information or data in a form which is identifiable to an individual in any project report or in any other manner whatsoever; 

10.10.2	Make copies of or reproducing any of the information or data provided other than what is necessary for fulfilling the requirements of this agreement. 

10.13 	To the extent that the information and data being accessed are covered by other laws, statutes, court rules, and administrative rules and regulations which restrict access to and use of such information and data, the restrictions contained in such laws, statutes, court rules, and administrative rules and regulations shall apply to the information and data accessed under this Agreement. 

10.14 	Any exceptions, revisions, or waivers to these limitations requested by AGENCY2 must be approved in writing by AGENCY1 and received by AGENCY2 prior to the requested use or dissemination of the information and data received under this Agreement. 

ARTICLE XI: SYSTEM SECURITY AND MAINTENANCE

11.1	Assessments

Agencies shall contract with a third party to conduct annual network and application security assessments. Critical or high priority findings not remediated within 90 days of identification may result in termination of agreement. If the Agency is working in good faith to remedy findings, the remediation timeline may be extended past 90 days.

Agencies shall maintain risk assessments of all subject information systems and make these assessments available to the other Agency on demand. The risk assessment shall include the likelihood and magnitude of harm, from the unauthorized access, use, disclosure, disruption, modification, or destruction of the information system and the information it processes, stores, or transmits.

Risk assessments shall be reviewed annually and updated at least every three years or whenever there are significant changes to the information system or operating environment (including the identification of new threats and vulnerabilities) or other conditions that may impact the security state of the system. The risk assessment shall also include a Plan of Action and Milestones (POA&M).

11.2	Audit Events

Security-relevant events must enable the detection of unauthorized access to STATE AGENCY data. Auditing must be enabled to the greatest extent necessary to capture access, modification, deletion, and movement of customer information by each unique user. Access to STATE AGENCY information shall be audited at the operating system, software, and database levels. Audit records and logs shall be maintained for a minimum of 120 days to facilitate forensic reviews.

11.2.1 Information systems subject to this Agreement shall:

11.2.1.1	Generate audit records containing information that establishes what type of event occurred, when the event occurred, where the event occurred, the source of the event, the outcome of the event, and the identity of any individuals or subjects associated with the event
11.2.1.2 Generate audit records containing details to facilitate the reconstruction of events if unauthorized activity or a malfunction occurs or is suspected in the audit records for audit events identified by type, location, or subject

11.3	System Development Lifecycle 

AGENCY2 shall manage the information system using an SDLC that incorporates information security considerations and integrates the agency information security risk management process into SDLC activities. AGENCY2 shall define and document information security roles and responsibilities throughout the SDLC and identify individuals having information security roles and responsibilities

11.4	Information System Documentation

11.4.1	AGENCY2 shall maintain administrator documentation for the information system, system component, or information system service that describes:

11.4.1.1 Secure configuration, installation, and operation of the system, component, or service
11.4.1.2 Effective use and maintenance of security functions/mechanisms
11.4.1.3 Known vulnerabilities regarding configuration and use of administrative (i.e., privileged) functions
11.4.1.4 Change management protocol for implementing and recording changes to information systems
11.4.2	AGENCY2 shall maintain user documentation for the information system, system component, or information system service that describes:

11.4.2.1 User-accessible security functions/mechanisms and how to effectively use those security functions/mechanisms
11.4.2.2 Methods for user interaction, which enable individuals to use the system, component, or service in a more secure manner
11.4.2.3 User responsibilities in maintaining the security of the system, component, or service 

11.5	Developer Configuration Management

AGENCY2 shall require the developer and business analyst of the information system, system component, or information system service to:

11.5.1 Perform configuration management during system, component, or service development, implementation, and operation
11.5.2 Document, manage, and control the integrity of changes to the system, component, or service
11.5.3 Implement only approved changes to the system, component, or service
11.5.4 Document approved changes to the system, component, or service and the potential security impacts of such changes
11.5.5 Track security flaws and flaw resolution within the system, component, or service and report findings to designated agency officials
11.6	Developer Security Testing and Evaluation

AGENCY2 shall require the developer of the information system, system component, or information system service to:

11.6.1 Create and implement a security assessment plan
11.6.2 Perform security testing/evaluation
11.6.3 Document the execution of the security assessment plan and the results of the security testing/evaluation
11.6.4 Implement a verifiable flaw remediation process
11.6.5 Correct flaws identified during security testing/evaluation
11.7	Computer System Security

AGENCY2 shall follow medium security control standards as prescribed in NIST Special Publication 800-53r4 at the Moderate level.

AGENCY2 information systems subject to this agreement and used for receiving, processing, storing, or transmitting customer information must be hardened in accordance with the requirements in this publication. Service provider information systems include the equipment, facilities, and people that collect, process, store, display, and disseminate information. This includes computers, hardware, software, and communications, as well as policies and procedures for their use.

11.8	Information System Monitoring 

Information system monitoring includes external and internal monitoring. External monitoring includes the observation of events occurring at the information system boundary (i.e., part of perimeter defense and boundary protection). Internal monitoring includes the observation of events occurring within the information system.

Information system monitoring capability is achieved through a variety of tools and techniques (e.g., intrusion detection systems, intrusion prevention systems, malicious code protection software, scanning tools, audit record monitoring software, network monitoring software).

11.8.1	AGENCY2 shall:
11.8.1.1 Monitor the information system to detect attacks, indicators of potential attacks, and unauthorized local, network, and remote connections 
11.8.1.2 Identify unauthorized use of the information system
11.8.1.3 Deploy monitoring devices: (i) strategically within the information system to collect agency-determined essential information; and (ii) at ad hoc locations within the system to track specific types of transactions of interest to the agency 
11.8.1.4 Protect information obtained from intrusion-monitoring tools from unauthorized access, modification, and deletion 
11.8.1.5 Heighten the level of information system monitoring activity whenever there is an indication of increased risk to agency operations and assets, individuals, other organizations, or the nation, based on law enforcement information, intelligence information, or other credible sources of information 
11.8.1.6 Provide information system monitoring information to designated officials as needed
11.8.1.7 Analyze outbound communications traffic at the external boundary of the information system and selected interior points within the network (e.g., subnetworks, subsystems) to discover anomalies—anomalies within agency information systems include, for example, large file transfers, long-time persistent connections, unusual protocols and ports in use, and attempted communications with suspected malicious external addresses 
11.8.1.8 Employ automated mechanisms to alert security personnel of inappropriate or unusual activities with security implications

11.8.2 The information system shall:
11.8.2.1 Monitor inbound and outbound communications traffic continuously for unusual or unauthorized activities or conditions
11.8.2.2 Alert designated officials when indications of compromise or potential compromise occur—alerts may be generated from a variety of sources, including, for example, audit records or inputs from malicious code protection mechanisms; intrusion detection or prevention mechanisms; or boundary protection devices, such as firewalls, gateways, and routers and alerts can be transmitted, for example, telephonically, by electronic mail messages, or by text messaging; agency personnel on the notification list can include, for example, system administrators, mission/business owners, system owners, or information system security officers
11.8.2.3 Notify designated officials of detected suspicious events and take necessary actions to address suspicious events 
ARTICLE XII.  PERFORMANCE

In performance of this agreement, the parties agree to comply with and assume responsibility for compliance by their employees, contractors and agents with the following requirements:

12.1	All work will be performed under the supervision of the party or the party’s responsible employees;
12.2	Any customer information made available shall be used only for the purpose of carrying out the provisions of this Agreement. Information contained in such material shall be treated as confidential and shall not be divulged or made known in any manner to any person except as may be necessary in the performance of this Agreement. Inspection by or disclosure to anyone other than an officer or employee, contractor, or agent of the party is prohibited;

12.3	All information will be accounted for upon receipt and properly stored before, during, and after processing. In addition, all related output and products will be given the same level of protection as required for the source material;

12.4	No work involving customer information furnished under this Agreement will be subcontracted without prior written approval of the customer;

12.5	The parties shall exercise due diligence to avoid hindering legal actions, warrants, subpoenas, court actions, court judgments, state or Federal investigations, and customer special inquiries for matters pertaining to customer information; and

12.6	The parties agree that any state-owned or subcontracted facility involved in the receipt, processing, storage, or disposal of customer information operate as a “de facto” extension of the party and is subject to onsite inspection and review by the parties with prior notice.

ARTICLE XIII: SECURITY TRAINING REQUIREMENTS

13.1 	Cybersecurity Awareness Training

Agencies shall provide Cybersecurity Awareness Training to all employees, contractors, and agents who access Confidential Data. This mandatory training shall be completed on an annual basis and personnel shall submit certification of completion of training to their Agency’s Security Contact. 

13.2 	Role-Based Training

Agencies must provide role-based security training to personnel with assigned security roles and responsibilities before authorizing access to information systems or performing assigned duties that require access to Confidential Data. Such Role-Based Training must be completed on an annual basis thereafter and when required by information system changes.

Personnel with security roles and responsibilities include, but are not limited to, the following positions: Information System Security Manager, Information System Security Officer, Security Specialist, Network Administrator, Systems Administrator, Database Administrator, Programmer/Systems Analyst, System Owner, Systems Designer/Systems Developer, helpdesk.

ARTICLE XIV: INCIDENT RESPONSE

In the case of an incident of unauthorized disclosure of data or security breach Agencies must not wait to conduct an internal investigation to determine if Confidential Data was involved in such an incident. If Confidential Data may have been involved, the Agency experiencing the unauthorized disclosure or security breach shall notify the other Agency within 24 hours of discovery of the incident.

Agencies shall develop, train, maintain and routinely exercise incident response policy and procedures.

Once the incident has been addressed, the Agency experiencing the unauthorized disclosure or security breach will conduct a post-incident review to ensure the incident response policies and procedures provide adequate guidance. Any identified deficiencies in the incident response policies and procedures should be resolved immediately. Additional training on any changes to the incident response policies and procedures should be provided to all employees, including contractors and consolidated data center employees, immediately.

ARTICLE XV: RETENTION AND DISPOSITION OF DATA

15.1 	Retention of Records

The Parties agree to preserve and make available all books, documents, papers, records and other evidence involving transactions related to this Agreement for a period of three (3) years from the date of the expiration or termination of this Agreement. In the case of individual client data, such records shall be retained for a period of three (3) years from the date of the client’s exit from all programs for which data is collected.

Matters involving litigation shall be kept for five (5) years following the termination of litigation, including all appeals.	

The Parties agree that authorized Federal and State representatives, including but not limited to, personnel of the using agency; independent auditors acting on behalf of state and/or federal agencies shall have access to and the right to examine records during the Agreement period and during the three (3) year post Agreement period.

15.2 	Disposition of Data

Unless otherwise specified in the contract, AGENCY2 agrees that upon termination of this Agreement it shall erase, destroy and render unrecoverable all AGENCY1 data and certify in writing that these actions have been completed within 30 days of the termination of this Agreement or within 7 days of the request of an agent of AGENCY1, whichever shall come first. 

At a minimum, media sanitization is to be performed according to the standards enumerated by the National Institute of Standards, Guidelines for Media Sanitization Special Publication 800-88r1. The same applies to excessed, donated, or sold equipment placed into the custody of another organization. Records of all sanitization involving customer data shall maintained for 5 years. If the service provider used the item in connection with a business process that involved customer information and the vendor will retrieve or may view customer information during servicing, customer reserves the right to inspect the service provider’s vendor contract.

In the case that any data must be retained for Federal Reporting purposes beyond the termination of the Agreement, the Parties shall arrange for the proper transfer, storage, archiving and schedule for deletion of such data.


ARTICLE XVI: ON-SITE OVERSIGHT AND RECORDS MAINTENANCE 

Each Agency agrees that the other Agency under this Agreement shall have the right, at any time, to monitor, audit and review activities and methods in implementing the Agreement in order to assure compliance therewith, within the limits of each Agency’s technical capabilities. 

Each Agency with reasonable notice, shall have the right to send its employees, contractors or agents into the offices and plants of the other Agency for inspection of the facilities and operations provided for the performance of any work under this agreement. Each Agency’s right of inspection shall include the use of manual and/or automated scanning tools to perform compliance and vulnerability assessments of information technology (IT) assets that access, store, process or transmit FTI, SSA, PII or other shared data subject to this Agreement. Such inspections shall be minimally disruptive to the business of the Agency being inspected and shall be scheduled with the Agency Agreement Administrator to avoid interruption of normal business processes. On the basis of such inspection, specific measures may be required in cases where the Agency is found to be noncompliant with Agreement safeguards.

ARTICLE XVII.  AUDIT AND INSPECTION

AGENCY1 and AGENCY2 agree to fully cooperate with each other and any authorized auditing agency or entity, Federal or State, for the purpose of compliance with all required reporting and auditing under State and Federal law.

ARTICLE XVIII: GENERAL PROVISIONS

18.1  	INDEPENDENT CONTRACTORS

Parties, in the performance of this Agreement, shall be acting in their individual capacity and not as agents, employees, partners, joint ventures or associates of one another.  The employees or agents of one party shall not be construed to be the employees or agents of the other party for any purpose whatsoever.

Each party accepts full responsibility for payment of unemployment insurance, workers compensation and social security as well as all income tax deductions and any other taxes or payroll deductions required by law for its employees engaged in work authorized by this contract.

18.2  	TERMINATION
Any party may terminate performance of work under this agreement in whole or in part whenever, for any reason, they shall determine that the termination is in the best interest of their agency and the State of Kansas.  In the event that a Party elects to terminate this contract pursuant to this provision, it shall provide the other Parties written notice at least thirty (30) days prior to the termination date.  The termination shall be effective as of the date specified in the notice. The Parties shall continue to perform any part of the work that may have not been terminated by the notice.

18.3	SEVERABILITY
If any provision of this Agreement or any provision of any document incorporated by reference shall be held invalid, such invalidity shall not affect the other provisions of this Agreement which can be given effect without the invalid provision, and to this end the provisions of this Agreement are declared to be severable.

18.4  	NON-DISCRIMINATION AND WORKPLACE SAFETY
The Parties agree to abide by all federal, state and local laws, rules and regulations prohibiting discrimination in employment and controlling workplace safety.  Any violations of applicable laws, rules and regulations may result in termination of this contract.

18.5	AMENDMENTS AND MODIFICATIONS

	Any amendments or modifications to this Agreement must be in writing and signed by all 
	Parties.

18.6	ASSIGNMENT

The Parties shall not assign, convey, encumber, or otherwise transfer its rights or duties under this Agreement without the prior written consent of any other Party hereto.

ARTICLE XIX.  LAWS APPLICABLE

19.1		The Parties to this Agreement agree to comply with all applicable Federal and State statutes and regulations, and acknowledge and expect that over the term of this Agreement, laws and regulations may change.  The Parties shall be mutually bound by such changes and shall reach consensus on implementation timeline within available resources.


19.2	All questions pertaining to validity, interpretation, and administration of this Agreement shall be determined in accordance with the laws of the State of Kansas, regardless of where any service is performed.

19.3	If any portion of this Agreement is found to be in violation of State or Federal statutes, that portion shall be stricken from this Agreement and the remainder of the Agreement shall remain in full force and effect.

ARTICLE XX. CRIMINAL AND CIVIL SANCTIONS

The Agencies certify that each employee, contractor, and agent who views Confidential Data understands the potential criminal, civil, and administrative sanctions or penalties for unlawful access and/or disclosure of such information. Every employee, contractor or agent of the Agencies to whom Confidential Data is or may be disclosed shall be notified in writing that such information disclosed to such employee, contractor or agent can be used only for the purposes and to the extent authorized herein. 

It is incumbent upon each Agency to inform its employees, contractors and agents of the penalties for improper disclosure imposed by the Privacy Act of 1974, 5 U.S.C. 552a. Specifically, 5 U.S.C. 552a(i)(1),which provides that any employee, contractor, or agent of a service provider, who by virtue of his/her employment or official position, has possession of or access to records which contain individually identifiable information, the disclosure of which is prohibited by the Privacy Act or regulations established thereunder, and who knowing that disclosure of the specific material is so prohibited, willfully discloses the material in any manner to any person or agency not entitled to receive it, shall be guilty of a misdemeanor and fined not more than $5,000.


ARTICLE XXI.  PERSONS TO CONTACT

21.1  	AGENCY1 contacts:
	
Data Exchange Agreement Administrator:

Name
Title
Street Address
City, State Zip Code
Phone:  
Fax:  
Email:  

System Contact:

Name
Title
Street Address
City, State Zip Code
Phone:  
Fax:  
Email:  

Security Contact:

Name
Title
Street Address
City, State Zip Code
Phone:  
Fax:  
Email:  


21.2 	AGENCY2 contacts:

Data Exchange Agreement Administrator:

Name
Title
Street Address
City, State Zip Code
Phone:  
Fax:  
Email:  

System Contact:

Name
Title
Street Address
City, State Zip Code
Phone:  
Fax:  
Email:  

Security Contact:

Name
Title
Street Address
City, State Zip Code
Phone:  
Fax:  
Email:  


IN WITNESS WHEREOF, the parties have executed this Interagency Data Sharing Agreement,

AGENCY1



By:  __________________________________________
       Name,                                                           Date
      Title, State Agency


Agency2



By:  __________________________________________
       Name,                                                  Date
	Title, State Agency 
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ATTACHMENT A
DATA ELEMENTS AND SOURCES

Source Agency, System Name

Purpose
[bookmark: OLE_LINK1][bookmark: OLE_LINK2]Sharing this data allows workforce center staff to provide better service without duplicating services that are currently being provided by DCF to the client.  It is also used for data validation purposes.
Method of sharing 
 SFTP 

Is the sharing of data one-way or is data exchanged?
One-way at this time.

Data elements:
From AGENCY1 to AGENCY2: 
	Element
	Description

	SRVSSN
	SSN

	SRVSRSID
	Account ID

	SRVSYSTEMID
	Participant System Identifier – Not used, but can be passed for additional tracking if needed

	SRVFNAME
	First Name

	SRVMNAME
	Middle

	SRVLNAME
	Last Name

	SRVGENDER
	Gender

	SRDDOB
	Date of Birth

	SRVADDRESS1
	Address

	SRVADDRESS2
	

	SRVCITY
	City

	SRVSTATE
	State

	SRVZIP
	Zip

	SRVRACECODES
	Race

	SRVETHNICITY
	Ethnicity

	SRVPHONE
	Phone

	SRVCOUNTY
	County Code

	SRDSTARTTANF
	TANF start date

	SRDENDTANF
	TANF end date

	SRMTANF
	TANF amount

	SRDSTARTGA
	General Assistance start date

	SRDENDGA
	General Assistance end date

	SRMGA
	General Assistance amount

	SRDSTARTFS
	Food Stamps start date

	SRDENDFS
	Food Stamps end date

	SRMFS
	Food Stamps amount

	SRDSTARTREF
	Refugee Assistance start date

	SRDENDREF
	Refugee Assistance end date

	SRMREF
	Refugee Assistance amount

	SRDSTARTVR
	Vocational Rehabilitation start date

	SRDENDVR
	Vocational Rehabilitation end date

	SRDELIGIBLEVR
	Vocational Rehabilitation eligibility date

	SRDSTARTCC
	Child Care start date

	SRDENDCC
	Child Care end date

	SRMCHILDCARE
	Child Care amount

	SRDDATESTAMP
	Date file created




ATTACHMENT A
DATA ELEMENTS AND SOURCES
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ATTACHMENT B
REGULATORY REQUIREMENTS




[TO BE COMPLETED BY EACH STATE AGENCY]
ATTACHMENT B
REGULATORY REQUIREMENTS



EXHIBIT A
STATEMENT OF CONFIDENTIALITY AND NON-DISCLOSURE

In accordance with the Interagency Data Sharing Agreement (the “Agreement”) Section 9.1.1, I understand and agree to the confidentiality requirements outlined in this Statement.  I understand and agree that this confidentiality agreement makes it my responsibility to protect the security and confidentiality of any and all information and data exchanged under the Agreement, the Agney1, the Agency2 and/or the clients, agents, contractors, and/or employees thereof, which I gain access to either onsite or remotely in the course of my employment.

“Confidential Information” means any information, in whatever form, that: is not open under the Kansas Open Records Act (K.S.A. 45-201 et seq. and amendments thereto); is not readily available to the general public; is considered protected, confidential, privileged or proprietary according to any state or federal law, or any policy or procedure of AGENCY1 or the State of Kansas; is inadvertently disclosed to or acquired by an employee in performing his/her job functions; is in any way related to a AGENCY2 or State Agency customer, employer or employee; or any other information which the State of Kansas, Commerce or any contractual third party have agreed to keep confidential.

1. I hereby agree to access, use, and disclose confidential information only as authorized, necessary and required to perform my job functions.  This means, among other things, that:
a. I will not in any way access, view, use, divulge, distribute, print, copy, release, sell, loan, review, manipulate, alter, or destroy any confidential information except as properly and clearly authorized within the scope of my job, for the specific functions for which I have been authorized, and in accordance with all AGENCY1 and State of Kansas policies and procedures and with all applicable laws.
b. I will report to my supervisor or an appropriate AGENCY1 contact person any individual’s or entity’s activities that I suspect may compromise confidential information.
c. I understand that confidential information is not for personal gain or use.
2. Because each of my User IDs and Passwords are the equivalent of my signature and because I am the only person authorized to use them, I agree to the following:
a. I will comply with the AGENCY1 Network Password Policy or other relevant State policy.
b. I will safeguard and not disclose any User ID or Password to anyone, including but not limited to any AGENCY2 or Agency1 staff.
c. I will not request access to or use any other person’s passwords or access codes. In those instances, I will not share or misuse the password or access.
d. I accept responsibility for all activities undertaken using my passwords, access code, and other authorizations.
e. It is my responsibility to log out of the system to which I am logged on. Under no circumstances will I leave unattended a computer to which I have logged on unless I have first either locked it or logged off the workstation.
f. If I have reason to believe that the confidentiality of my password has been compromised, I will immediately change my password and notify my supervisor.
g. I understand that Commerce, State Agency and the State of Kansas have the right to conduct and maintain an audit trail of all accesses to any and all information contained in any of its electronic and/or paper files including the file name, the machine name/number, user, date, and data accessed, and that Commerce may conduct a review to monitor appropriate use of my system activity at any time and without notice.
h. I understand and accept that I have no individual rights to or ownership interests in any confidential information referred to in the Agreement and that Commerce, State Agency or the State of Kansas may at any time revoke my passwords or access codes.
3. I understand and agree that I have a duty to notify my supervisor when I no longer have a reasonably necessary business purpose to access confidential information, or KansasWorks, which I may have been granted access to in order to perform my job functions or any job assignment.  I also understand and agree that the State of Kansas is the sole decision maker regarding what constitutes a reasonably necessary business purpose. I understand that my access may terminate at any time without notice to me.
4. If I am unsure whether information is considered confidential, I will contact my supervisor or the Commerce Legal Division before taking any action.
5. I understand that all individuals who take work or state equipment home with them must comply with any relevant State of Kansas information technology security requirements.
6. I understand that it is my responsibility to be aware of Commerce, State Agency and State of Kansas policies that specifically address the handling of confidential information, computer system privileges, and appropriate use, and I agree to abide by such policies. Such policies include but are not limited to the Network Policy, Security Incident Reporting Policy, and Social Media Policy. I understand that deviation from the aforementioned policies and procedures may be grounds for dismissal. 
7. I understand that my responsibility under this Agreement extends indefinitely and survives beyond any conclusion of my employment or affiliation with the State of Kansas.
8. I understand that any fraudulent application, breach of confidentiality, or any violation of the above provisions may result in disciplinary action, including termination of access, as well as other appropriate disciplinary measures up to and including termination of employment, and that further legal action(s) may be taken by Commerce and the State of Kansas. 
This Agreement shall be construed in accordance with the laws of the state of Kansas. If any provision of this Agreement is determined by a court of competent jurisdiction to be invalid or unenforceable to any extent, the remainder of this Agreement shall not be affected, and each provision of this Agreement shall be enforced to the fullest extent of the law.

My signature below indicates that I have read and understand this Statement of Confidentiality and Non-Disclosure and agree to abide by all the terms and conditions contained herein.  


Signature: 		 Date: 	

Printed Name: 	 Phone: 	

Job Title: 		 Agency: 	



Supervisor: 		Date: 	



