Software End of Life Management Plan – Attachment A
[bookmark: what-software-will-you-develop]Entity Information
[bookmark: who-are-the-intended-users-of-your-softw] 1. Name of software: _______________________________________________________
2. If applicable, Version of software: ___________________________________________
3. Entity Name: ____________________________________________________________
4. Entity Contact Email: _____________________________________________________
EOL Planned Announcement & End of Sales
What has the vendor or software developer announced?  (Include Date of announcement)
Example: Microsoft has announced - SOL Server 2022 will roll through the MS EOL cycle for a End of Life date of Jan 11, 2033




When is the last sale date of the software? 
Example: MS has announced that Nov. 16, 2023, will be the last official sale date of this product. 




[bookmark: how-will-you-make-your-software-availabl]

End of Maintenance & End of Standard Support
When is the last date of Maintenance support for this software? 
Example: Maintenance/patch/update support ends on Jan 11, 2028



When is the last date of Standard vendor support for this software? 
Example: Standard support ends on Jan 11, 2028 



 
[bookmark: how-will-you-support-those-who-use-your-]End of Life & Risk Analysis
Software end of life date?
Example: Jan 11, 2033

Security Risk Analysis must be preformed for EOL software. Use Risk Analysis page







[bookmark: how-will-your-software-contribute-to-res]

Open-Source Software – Management Plan
1. Name of Software: _____________________________________
2. If applicable, Version of Software: __________________________
3. Source Location of Software (URL): ________________________
4. Entity Contact Name: ____________________________________
5. Entity Contact Email: ____________________________________
6. Entity Contact Phone Number: _____________________________

Document Open-Source Software Business Use Case	
Requirements: Document the Business Justification from the entity’s stakeholder: 
Example: Business would like to use a free and standard scripting language to develop an interactive website. 











Development or Modification Plan		
Requirements: Describe the required modifications to source code: 
Example: Identified PHP as the OSS solution that meets the business requirements. The Modifications are: Install software to a hosted platform and import code to the new PHP platform. Modifications to application data integration will be needed. 








IT Security and Vulnerability Analysis	
Requirements: Document any Security weaknesses that are with in the source code. Fill out Risk Analysis template.  
Example: PHP Object Injection 
With the PHP object injection attack, an attacker calls the unsterilized() function with unsensitized user inputs to inject PHP objects into  memory. 










Business Continuity Plan or Disaster Recovery Plan	
Requirements: Document business continuity plan 
Example: Entity will have to create two separate sites to host this solution. One site will have a physical distance of more than 100 miles away for disaster recovery. There will also be two primary instances running simultaneously for business continuity and load balancing. 





Warranty Information and Licensing Information
Requirements: Document all warranty information of the software from the developer. Document Licensing information for entities 
Example: Starting with PHP 4, versions of the PHP software are distributed under the PHP License v3.01, copyright (c) the PHP Group.
This is an Open-Source license, certified by the Open-Source Initiative.
Warranty information will be provided if implemented by a third-party vendor that provides support after implementation.


















Risk Analysis
 
	Date
	Risk Description
	Impact
	Severity
	Owner
	Mitigation Action
	Contingent Action
	Progress
	Status

	1/26/23
	Software EOL 
	1 Low-5 High
	1 Low – 5 High
	John D
	Maintain all updates and start migrating data off
	Start planning for license and purchase install new software
	In progress
	Open




