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Participants:  Risk assessment participants, their IT roles (System Owner, Data Owner, etc.), roles in their department and any specific role taken in the System Risk Assessment.
· System/Application Owner
· Information Security Officer
· System User
· Information Systems Manager  
· System User
Assessment Techniques:  The techniques used to gather the necessary information (the use of tools, use of questionnaires, vendor input, area expertise input, system component documentation).
· Information for this risk assessment was gathered through various means.  Most input was gathered from information provided by the individuals with expertise on the system.  Some system documentation was consulted.  
[bookmark: _Toc861685]Table A:Risk Classifications
		Risk Level
	Risk Description & Necessary Actions

	High
	The loss of confidentiality, integrity, or availability could be expected to have a severe or catastrophic adverse effect on organizational operations, organizational assets or individuals.

	Moderate
	The loss of confidentiality, integrity, or availability could be expected to have a serious adverse effect on organizational operations, organizational assets or individuals.

	Low
	The loss of confidentiality, integrity, or availability could be expected to have a limited adverse effect on organizational operations, organizational assets or individuals.
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[bookmark: _Toc859127]System Inventory and Definition
	IT System Inventory and Definition Document

	I. IT System Identification and Ownership

	IT System ID
	
	IT System Common Name
	

	Owned By
	

	Physical Location
	

	Major Business Function
	

	System Owner
Phone Number
	
	System Administrator(s)
Phone Number
	

	Data Owner(s)
Phone Number(s)
	
	Data Custodian(s)
Phone Number(s)
	

	Other Relevant Information
	

	II. IT System Boundary and Components

	IT System Description and Components
	Hardware Components
	

	
	Software Components
	

	
	Intended Audience
	

	IT System Interfaces
	End User Interfaces
	

	
	Administrative Interfaces
	

	
	Database Connections
	

	
	Loads, Extracts or Other Connections
	

	IT System Boundary
	Data Boundary
	

	
	Physical/ Hardware Boundary
	

	
	Support Boundary
	

	III. IT System Operability and Agreements

	External Agency or Hosting Vendor
	IT System Name
	IT System ID
	IT System Owner
	Interoperability Security Agreement \ Terms and Conditions

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	IV. IT System and Data Sensitivity

	Type of Data
	Sensitivity Ratings*

	
	Data
Classification
	Confidentiality
	Integrity
	Availability

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	
	
	
	
	

	Overall IT System Sensitivity Rating and Classification
	Overall IT System Sensitivity Rating 
Must be “high” if sensitivity of any data type is rated “high” on any of the criteria

	
	☐HIGH	☐MODERATE	☐ LOW

	
	IT System Classification 
Must be “Sensitive” if overall sensitivity is “high”; consider as “Sensitive” if overall sensitivity is “moderate”

	
	☐SENSITIVE		☐NON-SENSITIVE

	V. IT System Management Practices

	IT Standards

	Acceptance of Standards
	If No, Describe

	Account Management

	☐ YES
	☐ NO
	

	Backups Schedules

	☐ YES
	☐ NO
	

	Server Management
	☐ YES
	☐ NO
	

	IT Security Program
	☐ YES
	☐ NO
	



Additional Information:
Compliance:
*For Data that is protected by law, regulation, or compliance requirement, document the applicable laws, regulations or compliance requirements for each type of covered data:
· List compliance regulations here
[bookmark: _Toc859128]System Diagram
Description or diagram of the system and network architecture, including all components of the system and communications links connecting the components of the system, associated data communications and networks:
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[bookmark: _Toc155070637][bookmark: _Toc155070872]Identification of Vulnerabilities, Threats and Risk

Vulnerability: A weakness or flaw can be exploited.  Vulnerabilities can exist in software, hardware, procedures, or even human weakness.
Threat: The danger of a vulnerability being exploited.
Risk: The probability of a vulnerability being exploited and the potential or associated impact.
Vulnerabilities and threats were identified by what means:
· Talking to subject matter experts
· Findings from audits
	The way vulnerabilities combine with credible threats to create risks is identified Table D.

[bookmark: _Toc861686]Table B: Vulnerabilities, Threats, and Risks
	Risk No.
	Vulnerability
	Threat
	Risk of
Compromise of
	Risk Summary
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Table C documents the IT security controls based on NIST 800-53 rev4 in place and planned for the IT system.  The existence of controls can reduce the threat or impact of certain risks.

[bookmark: _Toc861687]Table C: Security Controls
	Control Area
	In-Place/
Planned
	Description of Controls

	 Access Control (AC)

	AC-1 Access Control Policy and Procedure
	Choose an item.
	

	AC-2 Account Management
	Choose an item.
	

	AC-17 Remote Access
	Choose an item.
	

	AC-22 Publicly Accessible Content
	Choose an item.
	

	 Awareness and Training (AT)

	AT-4 Security Training
	Choose an item.
	

	AT-3 Role Based Security Training
	Choose an item.
	

	Audit and Accountability (AU)

	AU-1 Audit and Accountability Policy and Procedures
	Choose an item.
	

	AU-6 Audit Review Analysis and Reporting
	Choose an item.
	

	AU-7 Audit Reduction and Report Generation
	Choose an item.
	

	AU-11 Audit Record Retention
	Choose an item.
	

	AU-16 Cross Organizational Auditing
	Choose an item.
	

	 Security Assessment and Authorization (CA)

	CA-1 Security Assessment an d Authorization Policy and Procedures 
	Choose an item.

	

	CA-2 Security Assessments
	Choose an item.
	

	CA-3 System Interconnections
	Choose an item.
	

	CA-6 Security Authorization
	Choose an item.
	

	CA-7 Continuous Monitoring
	Choose an item.
	

	 Configuration Management (CM)

	CM-2 Baseline Configuration
	Choose an item.
	

	CM-3 Configuration Change Control
	Choose an item.
	

	CM-4 Security Impact Analysis
	Choose an item.
	

	CM-5 Access Restrictions for Change
	Choose an item.
	

	CM-6 Configuration Settings
	Choose an item.
	

	CM-7 Least Functionality
	Choose an item.
	

	CM-8 Information System Component Inventory
	Choose an item.
	

	 Contingency Planning (CP)

	CP-2 Contingency Plan
	Choose an item.
	

	CP-3 Contingency Training
	Choose an item.
	

	CP-4 Contingency Plan Testing
	Choose an item.
	

	CP-9 Information System Backup
	Choose an item.
	

	 Identification and Authentication (IA)

	IA-1 Identification and Authentication Policy and Procedures
	Choose an item.

	

	IA-4 Identifier Management
	Choose an item.
	

	IA-5 Authenticator Management
	Choose an item.
	

	IA-8 Identification and Authentication of Non-Organizational Users 
	Choose an item.

	

	 Incident Response (IR)

	IR-8 Incident Response Plan
	Choose an item.
	

	Maintenance (MA)

	MA-1 System Maintenance Policy and Procedures
	Choose an item.

	

	MA-2 Controlled Maintenance
	Choose an item.
	

	MA-3 Maintenance Tools
	Choose an item.
	

	MA-4 Nonlocal Maintenance
	Choose an item.
	

	MA-5 Maintenance Personnel
	Choose an item.
	

	Media Protection (MP)

	
	
	

		Physical and Environmental Protections (PE)

	PE-3 Physical Access Control
	Choose an item.
	

		Planning (PL)

	PL-1 Security Planning Policy and Procedures
	Choose an item.
	

	PL-2 System Security Plan
	Choose an item.
	

	PL-4 Rules of Behavior
	Choose an item.
	

		Personnel Security (PS)

	PS-3 Personnel Screening
	Choose an item.
	

		Risk Assessment (RA)

	RA-1 Risk Assessment Policy and Procedures
	Choose an item.

	

	RA-3 Risk Assessments
	Choose an item.
	

	RA-5 Vulnerability Scanning
	Choose an item.
	

		System and Services Acquisition (SA)

	SA-1 System and Services Acquisition Policy and Procedures
	Choose an item.

	

	SA-2 Allocation of Resources
	Choose an item.
	

	SA-3 System Development LifeCycle
	Choose an item.
	

	SA-4 Acquisition Process
	Choose an item.
	

	SA-5 Information System Documentation
	Choose an item.
	

	SA-8 Security Engineering Principles
	Choose an item.
	

	SA-9 External Information System Services
	Choose an item.

	

	SA-10 Developer Configuration Management
	Choose an item.
	

	SA-11 Developer Security Testing and Evaluation
	Choose an item.
	

	SA-22 Unsupported System Components
	Choose an item.
	

		System and Communications Protection (SC)

	SC-1 System and Communications Protection Policy and Procedures
	Choose an item.

	

	SC-7 Boundary Protection
	Choose an item.
	

	SC-8 Transmission Confidentiality and Integrity
	Choose an item.
	

	SC-28 Protection of Information at Rest
	Choose an item.
	

		System and Information Integrity (SI)

	SI-1 System and Information Integrity Policy and Procedures
	Choose an item.

	

	SI-3 Malicious Code Protection
	Choose an item.
	

	SI-4 Information System Monitoring
	Choose an item.
	

	SI-5 Security Alerts, Advisories, and Directives
	Choose an item.
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Table D: Risk Likelihood Definitions
	Effectiveness of Controls
	Probability of Threat Occurrence (Natural or Environmental Threats) or Threat Motivation and Capability (Human Threats)

	
	Low

	Moderate

	High


	Low

	Moderate
	High
	High

	Moderate

	Low
	Moderate
	High

	High

	Low
	Low
	Moderate



Table E measures the 
Table E: Risk Likelihood Ratings
	Risk No.
	Risk Summary
	Risk Likelihood Evaluation
	Risk Likelihood Rating
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